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S.No Post Name No. of Posts Monthly Remuneration
1 Cyber Security Analyst 8 75,000
2 Digital Forensic Analyst 8 50,000
QTRTES
S.No Post Name Qualification

1 Cyber Security Analyst

B.E/B.Tech/B.C. A/M.Sc/M.C.A in Information Technology/
Computer Science/ Electronics & Communication/
Telecommunications

2 Digital Forensic Analyst

B.E/B.Tech/B.C. A/M.Sc/M.C.A in Information Technology/
Computer Science/ Electronics & Communication/
Telecommunications

Note: Minimum 60% aggregate
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1 Cyber Security Analyst

Work Experience:

Minimum 2 years experience in Cyber Security / Cyber Forensics
with hands-on experience

Mandatory Certifications:

e ]SO 27001 Lead Auditor

e PG Diploma/Diploma Certificate/Certificate course in
Information Security/Cyber Security of minimum 6
month duration

Desired Certifications:

EC-Council Certified Ethical Hacker

(ISC)* CISSP

Certificate Course on Cyber Security & Cloud
Computing

GIAC Certified Intrusion Handler (GCIH)

GIAC Certified Forensic Examiner (GCFE)

GIAC Advanced Smartphone Forensics (GASF)

GIAC Certified Forensic Analyst (GCFA)




Digital Forensic Analyst

Work Experience:
e Minimum 2 years experience in Digital Forensics with
hands-on experience

Mandatory Certifications:
e Certificate course on Cyber Law / Cyber Forensics from
any reputed institution of minimum 6 months duration
e EC- Council Computer Hacking Forensic Investigator
(CHFI)
Desired Certifications:

Certified Forensic Computer Examiner (CFCE)
Certified Computer Examiner (CCE)

Access Data Certified Examiner (ACE)
EnCase Certified Examiner (EnCE)
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Key Responsibilities and Required Skill Sets:

Cyber Security
Analyst

e Ability to independently evaluate multiple operating
systems (Windows, Linux & Mac), Network
configurations, network architectures and topologies for
identifying attacks/ vulnerabilities

e Demonstrate  in-depth  knowledge of network
capturing/assessing tools used to analyse traffic at the
application layer, network layer, translating it to identify
and interpret inconsistent/anomalous activities

e Ability to analyse security logs from firewalls, IPS, IDS,
etc.

e Understanding of mobile phone architecture and its
operating system (Symbian, Windows, Android, 10S,
etc.)

o Knowledge of cryptography and associated algorithms

e Indepth knowledge of ISO 27001
Ability to establish and present a timeline of the
attacker’s activities.

e Good understanding of Cyber Kill Chain and MITRE
ATTACK knowledge base.

e Contemporary knowledge related to malicious software
such as virus, worms, RATs, trojans, etc. to understand
their structure/signature/behavior

e Good understanding of Windows internals
Thorough understanding of cyber security breach
handling procedures (e.g. NIST, SWDGE, etc.)

e Contemporary knowledge about cybercrimes & cyber
security breach incidents at national and global level

e Understanding of security and surveillance systems
Knowledge related to application and system security

e Strong verbal and written communication skills in
English & Kannada




Ability to translate the findings & learnings into
summary document

Ability to write scripts (e.g. Python) would be an added
advantage

Digital Forensic
Analyst

Key Responsibilities And Required Skill Sets

Knowledge of wvarious digital storage devices,
computer & mobile operating systems

Ability to understand the fundamental concepts and
technologies involved in disk & mobile forensics.
Thorough understanding of different file systems
FAT/NTFS/exFAT/HFS etc.,

Ability to carry out acquisition, analysis process on
the mobile phones, hard disk, SSD, etc.

Knowledge of  mobile device wireless
communication technologies (3G/4G/5G)

Analysing the data on a variety of conventional
phones/smart phones

Understanding of the limitations of existing methods
for extracting data from the devices

Conducting forensic analysis combined with an
ability to accurately record full documentation in
support of the investigation

Ability for capturing network data, collection,
distribution, analysis and presentation

Ability to establish and present a timeline of
attacker’s activities

Collect important artefacts like those relating to
process running disk encryption key, chat records
and active network connection

Perform memory forensics, analysis and extract
artefacts

Document process, procedure and reports pertaining
to incident detection and response related to memory
Ability to acquire memory/RAM from various OS
(Windows, Linux, Mac) and devices (desktops,
laptops, tablets etc.)

Understanding of open source forensics tools such as
Volatility Framework, Redline, etc., for analysis of
RAM dumps

Evidence management and chain of custody to
ensure that the continuity and integrity of evidence is
preserved

Examine artefacts related to virtualization and
various cloud storage applications or services
Knowledge  of  investigations in  virtual
environments, cloud forensic models, architectures,
chain of dependencies, etc.

Thorough understanding of standard evidence
handling procedures




e Understanding of legal aspects related to handling of
digital evidence

e Proficient with digital forensic techniques and the
most commonly used computer forensic tools

e Good understanding of anti-forensics/data hiding
techniques

e Ability to draft questionnaire for sending the seized
digital evidence for examination of digital evidence
(eg. Central or State FSL)

e Exposure to data security and privacy related issues
while handling digital information

e Ability to write scripts (e.g. Python) would be an
added advantage

e Strong verbal and written communication skills in
English & Kannada

e Ability to translate the findings & learnings into
summary documents
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