
 

 
PÀ£ÁðlPÀ ¸ÀPÁðgÀ 
¥ÉÆ°Ã¸ï E¯ÁSÉ 

£ÉÃªÀÄPÁw C¢ü¸ÀÆZÀ£É 

«µÀAiÀÄ:- ¨ÉAUÀ¼ÀÆgÀÄ £ÀUÀgÀ ¥ÉÆ°Ã¸ï DAiÀÄÄPÀÛgÀ WÀlPÀzÀ°è ºÉÆ¸ÀzÁV ¸ÀÈf¸À¯ÁzÀ 08 CEN 
¥ÉÆ°Ã¸ï oÁuÉUÀ¼À£ÀÄß §®¥Àr¸À®Ä CªÀ±ÀåPÀ«gÀÄªÀ vÁAwæPÀ ºÀÄzÉÝUÀ¼À£ÀÄß M¥ÀàAzÀzÀ 
DzsÁgÀzÀ ªÉÄÃ¯É ¨sÀwð ªÀiÁqÀÄªÀ PÀÄjvÀÄ 

* * * * * * 

¸ÀA:48/¹§âA¢-3/¹N¦/2021  ¢:17/12/2021 

¨ÉAUÀ¼ÀÆgÀÄ £ÀUÀgÀ ¥ÉÆ°Ã¸ï DAiÀÄÄPÀÛgÀ WÀlPÀzÀ°è ºÉÆ¸ÀzÁV ¸ÀÈf¸À¯ÁzÀ 08 CEN ¥ÉÆ°Ã¸ï 
oÁuÉUÀ¼À£ÀÄß §®¥Àr¸À®Ä ¥ÀjtÂvÀ vÁAwæPÀ ¹§âA¢UÀ¼À£ÀÄß ºÉÆAzÀÄªÀÅzÀÄ CªÀ±ÀåPÀªÁVgÀÄvÀÛzÉ. DzÀÝjAzÀ 
PÀ£ÁðlPÀ ¸ÀPÁðgÀªÀÅ dAn ¥ÉÆ°Ã¸ï DAiÀÄÄPÀÛgÀÄ, C¥ÀgÁzsÀ, ¨ÉAUÀ¼ÀÆgÀÄ £ÀUÀgÀ gÀªÀgÀ CzsÀåPÀëvÉAiÀÄ°è 
£ÉÃªÀÄPÁw ¸À«ÄwAiÀÄ£ÀÄß gÀa¹zÀÄÝ, ¸ÀzÀj £ÉÃªÀÄPÁw ¸À«ÄwAiÀÄ ¤tðAiÀÄ ºÁUÀÆ PÀ£ÁðlPÀ gÁdå 

¸ÀPÁðgÀzÀ DzÉÃ±À ¸ÀASÉå: ºÉZïr 74 ¦N¦ 2021 ¢£ÁAPÀ:19/08/2021 gÀ C£ÀéAiÀÄ CEN ¥ÉÆ°Ã¸ï 
oÁuÉUÀ½UÉ vÁAwæPÀ ºÀÄzÉÝUÀ¼À£ÀÄß M¥ÀàAzÀzÀ DzsÁgÀzÀ  ªÉÄÃ¯É ¨sÀwð ªÀiÁqÀÄªÀ ¸À®ÄªÁV CfðUÀ¼À£ÀÄß 
CºÁé¤¸À¯ÁVgÀÄvÀÛzÉ. 

C s̈ÀåyðUÀ¼ÀÄ ªÉ¨ï¸ÉÊmï «¼Á¸À https://ksp.karnataka.gov.in  CxÀªÁ www.bcp.gov.in  
ªÀÄÄSÁAvÀgÀ Cfð ªÀÄvÀÄÛ C¢ü̧ ÀÆZÀ£ÉAiÀÄ£ÀÄß qË£ï¯ÉÆÃqï ªÀiÁrPÉÆ¼ÀîvÀPÀÌzÀÄÝ, ¨sÀwð ªÀiÁrzÀ 

CfðUÀ¼À£ÀÄß F PÉ¼ÀPÀAqÀ zÁR¯ÁwUÀ¼ÉÆA¢UÉ E-ªÉÄÃ¯ï «¼Á¸À dcpadminbcp@ksp.gov.in 
CxÀªÁ F  PÀbÉÃj «¼Á¸À £ÀA.01, E£ÉáAnæ  gÀ¸ÉÛ, ¥ÉÆ°Ã¸ï DAiÀÄÄPÀÛgÀ PÀbÉÃj, ¨ÉAUÀ¼ÀÆgÀÄ-560 
001 PÉÌ  PÀ¼ÀÄ»¸À®Ä ¸ÀÆa¹zÉ. 

1. §AiÉÆÃqÉÃl / gÉ¸ÀÆåªÀiï (gÉ¸ÀÆåªÀiï C£ÀÄß ¤¢ðµÀÖ¥Àr¹zÀ £ÀªÀÄÆ£ÉAiÀÄ°è ¸À» ªÀiÁrzÀ ¸ÀéAiÀÄA 
WÉÆÃµÀuÉAiÉÆA¢UÉ  ¸À°è¸ÀÄªÀÅzÀÄ ) 

2. MAzÀÄ ©½ ºÁ¼ÉAiÀÄ ªÉÄÃ¯É ¥Á¸ï¥ÉÆÃmïð C¼ÀvÉAiÀÄ §tÚzÀ ¨sÁªÀ avÀæªÀ£ÀÄß CAn¹ CzÀgÀ 
PÉ¼ÀUÉ ¸À» ªÀiÁrgÀÄªÀ ªÀÄÆ® ¥Àæw 

3. DzsÁgï PÁqïð/ ¥Á£ï PÁqïð / qÉæöÊ«AUï ¯ÉÊ¸É£ïì (¸ÀéAiÀÄA zÀÈrüÃPÀÈvÀ eÉgÁPïì ¥Àæw) 
4. J¸ï.J¸ï.J¯ï.¹. CAPÀ¥ÀnÖ (¸ÀéAiÀÄA zÀÈrüÃPÀÈvÀ eÉgÁPïì ¥Àæw) 
5. «zÁåºÀðvÉAiÀÄ ¥ÀæªÀiÁt ¥ÀvÀæ (¸ÀéAiÀÄA zÀÈrüÃPÀÈvÀ eÉgÁPïì ¥Àæw) 
6. PÉ®¸ÀzÀ C£ÀÄ s̈ÀªÀzÀ ¥ÀæªÀiÁt ¥ÀvÀæ  

¸ÀÆZÀ£É:- 

C s̈ÀåyðUÀ¼ÀÄ CfðUÀ¼À£ÀÄß ¨sÀwð ªÀiÁqÀÄªÀ ªÀÄÄ£Àß £ÉÃªÀÄPÁw C¢ü̧ ÀÆZÀ£ÉAiÀÄ°è£À ¤AiÀÄªÀÄ/µÀgÀvÀÄÛUÀ¼À£ÀÄß 
UÀªÀÄ£À«lÄÖ N¢PÉÆ¼ÀÄîªÀÅzÀÄ. CfðAiÀÄ°è AiÀiÁªÀÅzÉÃ ¸ÀÄ¼ÀÄî ªÀiÁ»wAiÀÄ£ÀÄß MzÀV¸ÀÄªÀAw®è. MAzÀÄ ªÉÃ¼É 
CfðAiÀÄ°è ¸ÀÄ¼ÀÄî ªÀiÁ»w MzÀV¹zÀÄÝ PÀAqÀÄ §AzÀ°è CAvÀºÀ C¨sÀåyðUÀ¼À «gÀÄzÀÞ ¸ÀÆPÀÛ PÀæªÀÄ 
dgÀÄV¸À¯ÁUÀÄªÀÅzÀÄ. 



 
Cfð ¸À°è¸À®Ä ¥ÁægÀA¨sÀ ¢£ÁAPÀ: 20/12/2021 
Cfð ¸À°è¸À®Ä PÉÆ£ÉAiÀÄ ¢£ÁAPÀ: 21/01/2022 
 
vÁAwæPÀ ¹§âA¢UÀ¼À «ªÀgÀ F PÉ¼ÀPÀAqÀAvÉ EgÀÄvÀÛzÉ 

S.No Post Name No. of Posts Monthly Remuneration 
1 Cyber Security Analyst 8 75,000 
2 Digital Forensic Analyst 8 50,000 

 

«zÁåºÀðvÉ 

S.No Post Name Qualification 

1 Cyber Security Analyst 

B.E/B.Tech/B.C.A/M.Sc/M.C.A in Information Technology/ 
Computer Science/ Electronics & Communication/ 
Telecommunications 

 

2 Digital Forensic Analyst 

B.E/B.Tech/B.C.A/M.Sc/M.C.A in Information Technology/ 
Computer Science/ Electronics & Communication/ 
Telecommunications 
 

 
Note: Minimum 60% aggregate 

 

C£ÀÄ¨sÀªÀ/CºÀðvÉ  

S.No Post Name Experience/Certification 
 PÀ¤µÀ× ªÀAiÉÆÃ«Äw PÀ¤µÀ× 25 ªÀµÀð¢AzÀ UÀjµÀ× 35 ªÀµÀðUÀ¼ÀÄ 

1 Cyber Security Analyst 

Work Experience: 
 
Minimum 2 years experience in Cyber Security / Cyber Forensics 
with hands-on experience 
 
Mandatory Certifications: 
 

 ISO 27001 Lead Auditor 
 PG Diploma/Diploma Certificate/Certificate course in 

Information Security/Cyber Security of minimum 6 
month duration 
 

Desired Certifications: 
 

 EC-Council Certified Ethical Hacker 
  (ISC)2 CISSP 
 Certificate Course on Cyber Security & Cloud 

Computing  
 GIAC Certified Intrusion Handler (GCIH) 
 GIAC Certified Forensic Examiner (GCFE) 
 GIAC Advanced Smartphone Forensics (GASF) 
 GIAC Certified Forensic Analyst (GCFA) 

 
  



 

2 Digital Forensic Analyst 

Work Experience: 
 Minimum 2 years experience in Digital Forensics with 

hands-on experience 
 

Mandatory Certifications: 
 Certificate course on Cyber Law / Cyber Forensics from 

any reputed institution of  minimum 6 months duration 
 EC- Council Computer Hacking Forensic Investigator 

(CHFI) 
Desired Certifications: 
 

 Certified Forensic Computer Examiner (CFCE) 
 Certified Computer Examiner (CCE) 
 Access Data Certified Examiner (ACE) 
 EnCase Certified Examiner (EnCE) 

 
 

GzÉÆåÃUÀ «ªÀgÀuÉ 

Sl No Post Name 
Key Responsibilities and Required Skill Sets: 

 

1 
Cyber Security 
Analyst 

 Ability to independently evaluate multiple operating 
systems (Windows, Linux & Mac), Network 
configurations, network architectures and topologies for 
identifying attacks/ vulnerabilities 

 Demonstrate in-depth knowledge of network 
capturing/assessing tools used to analyse traffic at the 
application layer, network layer, translating it to identify 
and interpret inconsistent/anomalous activities 

 Ability to analyse security logs from firewalls, IPS, IDS, 
etc. 

 Understanding of mobile phone architecture and its 
operating system (Symbian, Windows, Android, IOS, 
etc.) 

 Knowledge of cryptography and associated algorithms 
 Indepth knowledge of ISO 27001 
 Ability to establish and present a timeline of the 

attacker’s activities. 
 Good understanding of Cyber Kill Chain and MITRE 

ATTACK knowledge base. 
 Contemporary knowledge related to malicious software 

such as virus, worms, RATs, trojans, etc. to understand 
their structure/signature/behavior 

 Good understanding of Windows internals 
 Thorough understanding of cyber security breach 

handling procedures (e.g. NIST, SWDGE, etc.) 
 Contemporary knowledge about cybercrimes & cyber 

security breach incidents at national and global level 
 Understanding of security and surveillance systems 
 Knowledge related to application and system security 
 Strong verbal and written communication skills in 

English & Kannada 
 



 
 Ability to translate the findings & learnings  into 

summary document 
 Ability to write scripts (e.g. Python) would be an added 

advantage 

2 Digital Forensic 
Analyst 

Key Responsibilities And Required Skill Sets 

 Knowledge of various digital storage devices, 
computer & mobile operating systems  

 Ability to understand the fundamental concepts and 
technologies involved in disk & mobile forensics. 

 Thorough understanding of different file systems 
FAT/NTFS/exFAT/HFS etc., 

 Ability to carry out acquisition, analysis process on 
the mobile phones, hard disk, SSD, etc. 

 Knowledge of mobile device wireless 
communication technologies (3G/4G/5G) 

 Analysing the data on a variety of conventional 
phones/smart phones 

 Understanding of the limitations of existing methods 
for extracting data from the devices 

 Conducting forensic analysis combined with an 
ability to accurately record full documentation in 
support of the investigation 

 Ability for capturing network data, collection, 
distribution, analysis and presentation 

 Ability to establish and present a timeline of 
attacker’s activities 

 Collect important artefacts like those relating to 
process running disk encryption key, chat records 
and active network connection 

 Perform memory forensics, analysis and extract 
artefacts 

 Document process, procedure and reports pertaining 
to incident detection and response related to memory 

 Ability to acquire memory/RAM from various OS 
(Windows, Linux, Mac) and devices (desktops, 
laptops, tablets etc.) 

 Understanding of open source forensics tools such as 
Volatility Framework, Redline, etc., for analysis of 
RAM dumps 

 Evidence management and chain of custody to 
ensure that the continuity and integrity of evidence is 
preserved 

 Examine artefacts related to virtualization and 
various cloud storage applications or services 

 Knowledge of investigations in virtual 
environments, cloud forensic models, architectures, 
chain of dependencies, etc. 

 Thorough understanding of standard evidence 
handling procedures 
 



 
 

 Understanding of legal aspects related to handling of 
digital evidence 

 Proficient with digital forensic techniques and the 
most commonly used computer forensic tools 

 Good understanding of anti-forensics/data hiding 
techniques 

 Ability to draft questionnaire for sending the seized 
digital evidence for examination of digital evidence 
(eg. Central or State FSL) 

 Exposure to data security and privacy related issues 
while handling digital information 

 Ability to write scripts (e.g. Python) would be an 
added advantage 

 Strong verbal and written communication skills in 
English & Kannada 

 Ability to translate the findings & learnings into 
summary documents 
 

 

UÀÄwÛUÉ £ÉÃªÀÄPÁw §UÉÎ µÀgÀvÀÄÛ ªÀÄvÀÄÛ ¤§AzsÀ£ÉUÀ¼ÀÄ 

1. ¸ÀzÀj ºÀÄzÉÝAiÀÄ UÀÄwÛUÉ £ÉÃªÀÄPÁw CªÀ¢üAiÀÄÄ 11 wAUÀ¼ÀÄ EzÀÄÝ, EzÀÄ vÁvÁÌ°PÀ £ÉÃªÀÄPÁw 
DVgÀÄvÀÛzÉ. ¸ÀzÀj CªÀ¢üAiÀÄ£ÀÄß ªÀÄÄAzÀÄªÀj¸ÀÄªÀ CxÀªÁ gÀzÀÄÝ¥Àr¸ÀÄªÀ ºÀPÀÌ£ÀÄß £ÉÃªÀÄPÁw 
¥Áæ¢üPÁgÀ PÁ¬ÄÝj¹PÉÆArgÀÄvÀÛzÉ.  

2. ¸ÀzÀj ¥ÀæQæAiÉÄAiÀÄ°è DAiÉÄÌAiÀiÁzÀ C s̈ÀåyðUÀ½UÉ ªÀiÁ¹PÀ ¸ÀAavÀ ¸ÀA¨sÁªÀ£É ¤UÀ¢ü¥Àr¹zÀÄÝ. 
EzÀ®èzÉ, E¤ßvÀgÀ AiÀiÁªÀÅzÉÃ ¨sÀvÉåUÀ¼À£ÀÄß ¤ÃqÀ¯ÁUÀÄªÀÅ¢®è. 

3. M¥ÀàAzÀzÀ µÀgÀvÀÄÛ ªÀÄvÀÄÛ ¤§AzsÀ£ÉUÀ¼À°è ¤ÃrgÀÄªÀ ¸Ë®¨sÀåUÀ¼À ºÉÆgÀvÁV ¨ÉÃgÁªÀÅzÉÃ ¸Ë®¨sÀåPÉÌ 
CAzÀgÉ ªÉÃvÀ£À §rÛ ¥ÀzÉÆÃ£Àßw, ¦AZÀtÂ EvÁå¢ ¸Ë® s̈ÀåUÀ½UÉ ¸ÀzÀj UÀÄwÛUÉ £ËPÀgÀgÀÄ 
CºÀðgÁVgÀÄªÀÅ¢®è. 

4. UÀÄwÛUÉ £ÉÃªÀÄPÁw PÀÄjvÀ ¸ÉÃªÁ¤AiÀÄªÀÄUÀ¼ÀÄ, £ÁåAiÀiÁ®AiÀÄUÀ¼À ºÁUÀÆ ¸ÀPÁðgÀzÀ DzÉÃ±ÀUÀ¼ÀÄ 
ªÀÄvÀÄÛ PÁ®PÁ®PÉÌ ºÉÆgÀr¸ÀÄªÀ DzÉÃ±ÀUÀ½UÉ §zÀÞgÁVgÀvÀPÀÌzÀÄÝ. 

5. ¸ÀzÀj UÀÄwÛUÉ £ËPÀgÀgÀÄUÀ¼ÀÄ ªÀiÁ¹PÀ 01 gÀAvÉ ¸ÁAzsÀ©ðPÀ gÀeÉAiÀÄ£ÀÄß ªÀiÁvÀæ ¥ÀqÉAiÀÄ®Ä 
CºÀðgÁVgÀÄvÁÛgÉ. 

6. ¸ÀPÀëªÀÄ ¥Áæ¢üPÁgÀ C£ÀÄªÀÄw ¥ÀqÉAiÀÄzÉÃ ªÉÊzÀåQÃAiÀÄ PÁgÀtUÀ¼À ªÉÄÃgÉUÁUÀ° CxÀªÁ ¨ÉÃgÉ 
PÁgÀtUÀ½AzÁUÀ°Ã C£À¢üPÀÈvÀ UÉÊgÀÄ ºÁdjAiÀiÁzÀ°è UÀÄwÛUÉ DzsÁgÀzÀ £ÉÃªÀÄPÁwAiÀÄÄ vÁ£ÁVAiÉÄÃ 
gÀzÁÝUÀÄvÀÛzÉ. 

7. ¸ÀPÀëªÀÄ ¥Áæ¢üPÁgÀzÀ ¥ÀÆªÁð£ÀÄªÀÄw ¥ÀqÉzÀÄ ªÉÊzÀåQÃAiÀÄ PÁgÀtUÀ¼À ªÉÄÃgÉUÉ CxÀªÁ 
¸ÀªÀÄxÀð¤ÃAiÀÄ PÁgÀtUÀ¼À ªÉÄÃgÉUÉ UÀÄwÛUÉ DzsÁgÀzÀ CªÀ¢üAiÀÄ°è MAzÀÄ wAUÀ½UÉ «ÄÃgÀzÀAvÉ 
UÉÊgÀÄºÁdgÁzÀ°è UÀÄwÛUÉ £ÉÃªÀÄPÁw gÀzÁÝUÀÄªÀÅ¢®è. DzÀgÉ F CªÀ¢üAiÀÄ£ÀÄß PÀvÀðªÀå gÀ»vÀ 
¢£ÀUÀ¼ÉAzÀÄ (qÉÊ¸ï £Á£ï) ¥ÀjUÀtÂ¸À¯ÁUÀÄªÀÅzÀÄ ªÀÄvÀÄÛ CªÀgÀÄ F CªÀ¢üUÉ AiÀiÁªÀÇzÉÃ ªÉÃvÀ£À 
ªÀÄvÀÄÛ EvÀgÉ ¸Ë®¨sÀåUÀ½UÉ CºÀðjgÀÄªÀÅ¢®è. 
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8. rlo8-rl Sdddr ddrdrddl* gd, uird:- erdS_o0cocJ t$dr8ododdo.
9. rlo8-rl ddddo ddrdrddou modo8_ctod eedd..o ddaJeodcg-dcuorJ erdorJ

ozfroarlald:o-od elfuo dodde":docr-od erQdrd droEogo$ rpaiddondd aodcu,o{rcJc.

* dor.:of rlodrdoJodo* r-oooo'e.:,: sfre-:arodo_ erdaro doeod dJoad^o- dia6,-

uododo $do drrioduerorloedo.

10. * e-oirodd dddqrfddou we-:-oefrfudO- rir8-rl dedoro8olr: soooEo3oe dcrorlod-cJ.
11. r3o8-rl &dddo dodrcdd, Sord*d, en:csofueddc0oocJ daordd, uerd ddL, woor-ocJO_

ddO dalsddon dr-osdd, dcoz9dodoo ddddo doeootrohd:uo-d.
12' rlo8-rf &dddo dr dodonO- aooJor t0dr&do8_dc;mrJ afed Edd o$odcJe dod_dd.l

aiocor/ erdaodd oJr8_rlddou oJ.roa'zsoddo.

13. * dea$uo8 erdedddon fu"edOfud 6oood6od 07 BdrJd e-drp8 dodo ci.omoocrJd
e,roootaride9- ddO deuJcu-o8oJo dddc- dodr- $a:ofdrlddq e-drLooadod duodl
d$ddon g)dor.cdo 0e8oJoe9_ t0edo{rdo.
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